
HTTPS

Winning At



WHY?





Why?



Wireshark, TCPDump, Ethereal… etc







WHAT?





HTTP(S)

TLS



:443



FAQ



Is HTTPS cached??



HTTPS hides metadata? 

True or False



Are requests slower?







Setup



Single name
        mydomain.com 
www.mydomain.com

http://mydomain.com
http://www.mydomain.com


Wildcard
        *.bandcamp.com 

$100-1000s

http://bandcamp.com


Multi-Domain SAN
        mydomain.com 
www.mydomain.com 

random.com 
www.random.com 
sub.random.com

$100-1000s

http://mydomain.com
http://www.mydomain.com
http://random.com
http://www.random.com
http://sub.random.com


Validation Types
• Self Signed 

• Domain Validated 

• Organisation Validated 

• EV (Extended Validation)

x 3





openssl	req	\	
							-newkey	rsa:2048	-nodes	-keyout	domain.key	\	
							-out	domain.csr

Generating	a	2048	bit	RSA	private	key	
...........................................+++	
.....................................+++	
writing	new	private	key	to	'domain.key'	
-----	
You	are	about	to	be	asked	to	enter	information	that	will	be	incorporated	
into	your	certificate	request.	
What	you	are	about	to	enter	is	what	is	called	a	Distinguished	Name	or	a	DN.	
There	are	quite	a	few	fields	but	you	can	leave	some	blank	
For	some	fields	there	will	be	a	default	value,	
If	you	enter	'.',	the	field	will	be	left	blank.	
-----	
Country	Name	(2	letter	code)	[AU]:	
State	or	Province	Name	(full	name)	[Some-State]:NSW	
Locality	Name	(eg,	city)	[]:	
Organization	Name	(eg,	company)	[Internet	Widgits	Pty	Ltd]:My	Company	
Organizational	Unit	Name	(eg,	section)	[]:	
Common	Name	(e.g.	server	FQDN	or	YOUR	name)	[]:mydomain.com	
Email	Address	[]:james@crispdesign.net	

Please	enter	the	following	'extra'	attributes	
to	be	sent	with	your	certificate	request	
A	challenge	password	[]:	
An	optional	company	name	[]:



Domain Validation

• Upload file 

• cname / txt DNS record 

• Email sent to contacts on domain







Apache	

SSLEngine	On	
SSLCertificateFile	/etc/apache2/ssl/server.crt	
SSLCertificateKeyFile	/etc/apache2/ssl/server.key	
SSLCertificateChainFile	/etc/apache2/ssl/server.ca-bundle	



Apache	Rewrite	Rule	

RewriteCond	%{HTTPS}	off	
RewriteCond	%{HTTP_HOST}	^(www.)*([a-z.]+)$	[NC]	
RewriteRule	^/(.*)$	https://www.%2/$1	[R=301,L]	

web.config	

<rule	name="Force	WWW	and	SSL"	enabled="true"	stopProcessing="true">	
		<match	url="(.*)"	/>	
		<conditions	logicalGrouping="MatchAny">	
						<add	input="{HTTP_HOST}"	pattern="^[^www]"	/>	
						<add	input="{HTTPS}"	pattern="off"	/>	
		</conditions>	
		<action	type="Redirect"	url="https://www.zzz.com/{R:1}"	appendQueryString="true"	
redirectType="Permanent"	/>	
</rule>









HSTS

Strict-Transport-Security: max-age=31536000; 
includeSubDomains 

chrome://net-internals/#hsts 

IE11+, Edge, FF, Chrome, Safari

chrome://net-internals/#hsts


Engineering a Reversible 
HTTPS Migration

• 302 “temporary” redirect in rewrite rules 

• Don’t set HSTS! 

• Change to 301 and set HSTS once it’s all OK





Tips & Gotchas

• Mixed mode sites HTTP/HTTPS 

• With invalid certificate, Chrome only caches 
images, not JS or CSS



KeepAlive
Short KeepAlive can cause IE problems on slow 
connections





HTTPS links/assets

• Relative urls “/users/edit” “/public/img.svg” 

• HTTPS urls 

• Protocol relative urls  
eg, <script src=“//ajax.microsoft.com/ajax/jquery/
jquery-1.3.2.min.js”>







Questions?


